
In a landmark decision with immediate repercussions 

for both American and European companies, Europe’s 

highest court, the Court of Justice of the European 

Union (CJEU), ruled that the EU-U.S. Safe Harbor 

framework enabling data transfers of personal data 

between the EU and U.S. is invalid. The decision 

means that thousands of American companies 

that handle the personal data of European citizens 

may no longer rely on Safe Harbor certification to 

legitimize data transfers from the EU to the U.S. These 

companies — and EU-based businesses and their 

affiliates that transfer personal data to the U.S. in the 

course of doing business — must now implement  

other mechanisms for data transfers, or risk claims  

that these transfers are unlawful.

Below, we outline the commercial implications of the 

decision for cross-border data transfers from Europe 

to the U.S., identify which companies will be affected 

and provide some immediate steps that companies 

can take to achieve continued compliance for their 

international data transfers.

Background to the Ruling

The EU Data Protection Directive permits the transfer 

of personal data to countries outside the European 

Economic Area only if the country to which the data 

is transferred offers an adequate level of protection 

for that data. The European Commission does not 

consider that the U.S. has privacy laws that offer 

this level of protection. “Safe Harbor” was originally 

created by the European Commission and the U.S. 

Department of Commerce as a framework that would 

enable U.S.-based companies to overcome the 

restrictions on transfers of personal data from Europe 

by self-certifying that their data protection practices 

adequately address the European Commission’s core 

privacy principles. 

The CJEU’s landmark decision follows a dispute 

between an Austrian citizen and the Irish Data 

Protection Authority, in relation to concerns about the 

transfer of the claimant’s personal data by Facebook 

to the U.S. under the Safe Harbor framework. 

The claimant focused on the fact that the privacy 

laws of the U.S. do not offer sufficient protection 

against such surveillance by the U.S. government, 

particularly in light of revelations made by Edward 

Snowden concerning the surveillance activities of the 

U.S. intelligence services. The CJEU was asked to 

determine whether the Data Protection Authorities 

of EU Member States are bound by the European 
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Commission’s ruling on the adequacy of the data 

protections afforded by the Safe Harbor framework.

In its decision, the CJEU went beyond this specific 

question and declared that the Safe Harbor framework 

does not provide an adequate level of protection for 

personal data transferred from the EU to the U.S., 

identifying a number of factors, including that the Safe 

Harbor could not prevent access by U.S. intelligence 

authorities to personal data transferred from the 

EU, and because it provides EU citizens with limited 

means of judicial redress in the U.S. 

Who Is Impacted and How?

The ruling has an immediate impact on a wide range 

of companies, with four groups of businesses being 

high on the watch list:

n � U.S.- based service providers certified under Safe 

Harbor to receive personal data from European 

customers will need to provide alternative 

assurances for those customers to be able to use 

their services lawfully. This would include vendors 

providing data hosting, storage, cloud solutions, 

SaaS, data analytics and social networks, and a 

range of other businesses that have built their data 

transfer models on Safe Harbor. 

n � EU-based companies on the buy-side that have 

engaged the services of U.S.-based companies 

will need to consider on what basis they can 

lawfully transfer personal data to the U.S., now that 

transfers of such data to the U.S. previously relying 

on Safe Harbor would be considered unlawful.

n � EU-based data processors, such as cloud storage 

companies, that would typically host some or all of 

their data in the U.S. and that had previously relied 

on Safe Harbor to effect transfers of personal data 

to the U.S. will need to consider alternative options.

n � Multinationals that had previously relied on  

their Safe Harbor certification to legitimize 

intragroup transfers of personal data from EU 

subsidiaries to their U.S. parent company or other 

U.S.-based affiliates will need to implement an 

alternative mechanism. 

What Alternative Options Are There to  
Safe Harbor?

The (i) focus of your business, (ii) nature of the data 

transfers you engage in and (iii) entities involved in 

the data transfer (e.g., service providers, partners, 

intracompany groups, etc.) will determine which 

solution is most appropriate, but possible alternatives 

to achieve compliance with the EU rules on data 

transfers include:

n � Incorporating EU Commission-approved Standard 

Contractual Clauses (SCCs) — a special type  

of data-processing agreement — as part of 

standard terms and conditions governing  

business relationships.

n � Developing “Binding Corporate Rules” for the 

transfer of personal data between entities within  

an international corporate group that agree to 

detailed data-sharing protocols that are reviewed 

and agreed on by various Data Protection 

Authorities (DPAs).

n � Obtaining the consent of EU data subjects to the 

transfer of their personal data to the U.S. (however, 

this option is often logistically difficult and needs 

to be used with care — particularly in the context 

of transferring HR data — and is likely to be 

scrutinized by national DPAs and courts).

n � Keeping data within the EU by using a local data-

processing facility or EU-based group entity as the 

customer-facing service provider.



What Steps Should You Take?

Companies should consider the following measures  

if their data transfers are impacted by the Safe  

Harbor decision:

n � As a general matter, initiate a complete audit of data 

transfers to identify transfers that were undertaken 

in reliance on the Safe Harbor.

n � Review all entities with which you engage in 

EU-U.S. data transfers — including nonaffiliated 

companies, business partners and intracompany 

groups — and see what data transfer scheme is 

used by those entities.  

n � Review the data transfer mechanisms you rely 

on to transfer personal data, and identify any that 

are based on the Safe Harbor.

n � Identify the types of personal data and use cases 

for those datasets that you are transferring to 

the U.S. Prioritize addressing the transfers of 

high volumes of personal data and sensitive 

personal data (e.g., health information, financial 

information, information about political or religious 

beliefs or sexual preference). 

n � For EU-based business customers that have 

engaged U.S.-based service providers: 

n � Review contracts with third-party vendors to 

determine which contracts include data transfers 

under Safe Harbor certification, and consider 

appropriate alternatives for data transfer.

n � Consider whether you can force the U.S. service 

providers to sign up to the SCCs, or what  

rights you have under your contract to require  

the U.S. service providers to comply (e.g., 

consider provisions governing compliance  

with laws, change control, liability and  

termination provisions).

n � For U.S.-based service providers that receive 

personal data from EU businesses under the  

Safe Harbor:

n � Consider what data transfer mechanism is the 

most appropriate for your business. Can you 

enter into the SCCs? Could you provide the 

services using servers within the EU or without 

transferring personal data outside the European 

Economic Area?

n � Review your contracts to understand the 

implications of not being able to rely on Safe 

Harbor for data transfers. Consider whether 

this development puts you in breach of specific 

contractual obligations or gives the customer 

rights to force you to adopt alternative data 

transfer mechanisms, or allows the customer to 

terminate the contract. 

n � For businesses that are considering engaging a 

new service provider that will receive personal data 

in the U.S. from the EU, make sure that they are not 

relying on their Safe Harbor certification to legitimize 

that transfer. You should include in the contract 

appropriate compliance methods, or use the SCCs 

to effect the transfers.

n � For multinationals requiring intragroup transfers 

of HR data, consider implementing intragroup 

agreements and Binding Corporate Rules. 

Alternatively, if operationally feasible, consider 

whether you can process employee data within  

the EU or locate a centralized HR repository  

within the EU.



Cross-border data transfers are a complex area 

requiring careful consideration of international data 

protection frameworks and commercial contract 

analysis. For tailored advice on the impact of the EU 

ruling on your business and advice on next steps  

you should take, please contact Ieuan Jolly at  

ijolly@loeb.com.
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